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1. TepmuHbl, onpeesieHUs1 U COKPALLICHUS

B HacrosmeM JOKyMEHTE UCIIOJIb3YIOTCS CIEAYIOIINE TEPMUHBI U ONIPEACIICHUS

Aynur UB — wMeponpusTHs Ul TPOBEPKM TEKYLIETO COCTOSHHS 3alluThl WH(pOpMAaluy,
HEe3aBHCHMas JKCIEpTHas OILIeHKa COOTBeTCTBUS TpeOoBanusM UMb, BeimonHsemas paboTHUKaMH
OpraHM3allvy, SIBISIOUIEHCS BHEWIHEHW IO OTHOoWEeHHI0 K Kommanuu, nomyckaromas BO3MOYKHOCTH
dbopMupoBanus MPoPeccuOHATBHOTO ay JUTOPCKOTO cyxkaeHus o coctosuun b opranuzanum.

Be3onacHocTh — cocTOsHME 3aMILIEHHOCTH MHTEpecoB (1ieneit) Komnanuu B ycnoBusx yrpos Ub.

JlokymMeHT — 3apUKCHpOBaHHAs Ha MaTepUAIbHOM HOcUTele WHGOpMalus ¢ PEKBU3UTAMU,
MO3BOJISIOMIMMU €€ UACHTU(PHUIIMPOBATS.

JIOCTYIIHOCTh — CBOMCTBO OOBEKTa HAXOJIUTHCS B COCTOSIHUM TOTOBHOCTH WU BO3MOXHOCTHU
MCTIOJIB30BAHUS 110 3aIPOCY aBTOPU30BAHHOTO JIOTHYECKOTO 0OBEKTA.

3ammuTa MHPOPMALMH — IEATEIILHOCTD, HANPABIICHHAS HA IPEJOTBPAILIEHUE YTEUKH 3aIAIIAEMOI
uHpOpMalUY, HECAHKIMOHUPOBAHHBIX M HENPEIHAMEPEHHBIX BO3JCHCTBHA Ha 3aIIMIIAEMYIO
nHpopManuo.

HNudopmanunonnas 6e30nmacHOCTb — CBOMCTBO MHPOPMALIMU COXPAHATh KOH(PUICHINATBHOCTb,
LEJIOCTHOCTh U JOCTYITHOCTb.

HNudopmanuonnas cucreMa — COBOKYITHOCTh COZEprKalielicss B 6a3ax AaHHBIX WHPOpPMALUU U
o0ecrneunBarIIUX ee 00paboTKy HHPOPMAIIMOHHBIX TEXHOIOTHI U TEXHUYECKUX CPEJICTB.

Nudopmaumonnpbiii.  aktuB — HHQOpMaLMs C  PEKBU3UTAMM, IIO3BOJSIOUIMMH €€
UICHTUPUIMPOBATH, UMEIoIIas IIeHHOCTh Mia KoMnanuu, Haxonsmascs B pacnopsbkeHnn Komnanuu u
MPEJCTaBICHHAs HA JIIOOOM MaTEepHUaIbHOM HOCHUTENE B MPUTOJHON A ee 00pabOTKH, XpaHEHHS WU
nepenaun gopme (cama mHpOpMaLKs, a TAK)KEe BCIIOMOTATENIbHBIE CUCTEMbI M CPEICTBA, UCIIOIb3YEMbIE
IUISL 3aIIUTHl U HajuIexamed paboTsl nHpOpMaMOHHBIX crcTeM Kommanuu, 0o00pyn0BaHUs, HOCUTEIN
nH(popManuu u mpouee).

HNudopmauus — ceenenust (CooOIIEHN, JaHHBIC) HE3aBUCUMO OT (DOPMBI X TIPEACTABIICHHUS.

Nunuanent UB — mr06oe HenmpenBUIEHHOE WM HEXENaTeIbHOE COOBITHE, KOTOPOE MOXKET
HapyLIUTh JEATEIbHOCTh UM HHPOPMAILIMOHHYIO O€3011aCHOCTb.

Kaaccnpukanma  MHPOPMALMOHHBIX  AaKTHBOB  —  Das3fclieHUE  CYILIECTBYIOIIUX
MH(OPMALIMOHHBIX aKTUBOB I10 TUIIAM, BBIMIOJIHSIEMOE B COOTBETCTBUU CO CTENIEHBIO TSKECTH OCIEACTBUN
OT MOTEPU aKTUBOM cBoMcTB Ub.

Kommnannsa — OOO «CnytHuk LIDA».

Kondunenunanbnass undopmaumsa — wuHpopmanus, A1 KOTOPOM B COOTBETCTBHH C
3aKoHO/aTenbCcTBOM Poccuiickoii ®enepannv, HOpMaTUBHBIMU JOKyMeHTamMu banka Poccum u (mnm)
BHYTpEeHHUMU JoKkyMeHTamu KoMmaHnuu oOecnieunBaeTcs COXpaHEHHE CBOMCTBA KOH(PHUIEHIUAIBHOCTH.

KonpuaeHunajbHOCTh — CBOWCTBO HH(pOpManUU ObITh HEAOCTYMHOM U 3aKpbITOH JUIs
HEaBTOPU30BAHHOTO MH/IMBUYYMa, JIOTHYECKOT0 0ObEKTa UIIH Mpoliecca.

IMoab3oBaTeab — paboTHUK KoMIanuu nim nHoe U0, UCTIOJb3YyIolIee akTHBbl KoMmnanuu.

IIponecc — COBOKYNHOCTb B3aMMOCBSI3AHHBIX PECYPCOB M JIEATEIBHOCTH, Mpeodpasyromias
BXOJIHYIO TIOCTYTAIOIIYI0 HH(POPMAIIUIO H/UIIN PECYPChl B BEIXOIHYIO HH(OPMALIHIO U/UIIA PECYPCHI.

Pa6orHuku (padornuku Komnanum) — nuia, padorarommue B Komnanuu Ha OCHOBE TPYJ0BOTO
J0roBOpa (KOHTPAKTA), C HOJTHOM WJIM YaCTUYHOH 3aHATOCTHIO HE3aBUCHMO OT MX J0KHOCTH B KoMnanuu.

Perucrpanus codbiTuii 3ammThl HHGOpMANMHU — QUKcALMS JaHHBIX O COBEPIIEHHBIX IEHCTBUAX
WJIN JaHHBIX 0 coObITUSAX UB.

Puck Ub — BO3MO>XXHOCTB TOT0, YTO AaHHAS yTPO3a CMOXKET BOCIIOJIb30BaThCA YA3BUMOCTBIO aKTHBA
WM TPYIIBI aKTUBOB U TEM CaMbIM HaHECeT yliepO OpraHu3alyu.

Coo0biTue Ub — naeHTHUIMPOBaHHOE BOSHUKHOBEHHUE COCTOSIHUS CHUCTEMBI, YCIYTU WU CETH,
yKa3bIBaIOI[ee Ha BOZMOKHOE HapyIIEHUE OIUTUKU HH(POPMAIIMOHHON 6€3011aCHOCTH, 0TKA3 3aIUTHBIX
Mep, a TakXe BO3HHUKHOBEHHE paHEe HEHM3BECTHOW CHUTyallud, KOTOpash MOXeT ObITh CBsi3aHa C
0€30MacHOCTHIO.

Yrpo3za UB — coBOKynmHOCTh yCIOBHI U (haKTOPOB, CO3AIOIMIUX MOTEHIIUATBHYIO WM PEATbHO
CYIIECTBYIOIYIO OACHOCTh HapyIIeHHs 0€30MacHOCTH UH(OPMAIIHH.
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Ynpasienue puckamu Ub — cucreMatnueckuii poLecc NpUMEHEHHs! yCTaHOBJICHHBIX IPOLEAYDP
(oUeHKH pPUCKOB, OOpPaOOTKH PUCKOB, MOHUTOPHHIA PHUCKOB U IEPECMOTPA PHUCKOB) K JAEATEIbHOCTU
Komnanuu, cBSI3aHHOM ¢ UCTIONIBb30BaHNEM OCHOBHBIX WH(OPMAIIMOHHBIX aKTHBOB.

YTeuka uHOpMANUM — HECAHKIMOHUPOBAHHOE TNPEJOCTABICHUE WJIM PaCHpPOCTpaHEHHUE
KOH(HISHIIMATHHON HH(popMaIiu, He KoHTpoaupyemoe Komnanuei.

Lles10cTHOCTH — CBOICTBO COXPAHSTh MPABUIBHOCTh U MOJTHOTY aKTHBOB.

B HacroseM JOKyMEHTE UCIOIb3YIOTCS CIEAYIOIINE COKPALLICHUS:

HNb — undopmanonHas 6€301MacHOCTb;

NC — undopmanionHast cucrema;

MB/I Poccuu — MunuctepcTBo BHyTpeHHUX Jea Poccuiickoit denepannu;

CK3MH — cpeacra kpunrorpadhuieckoil 3amuTsl HHGopMarmm;

CKY ]l — cucteMa KOHTPOJIS M YIIPABJICHUS IOCTYIIOM;

®CB Poccuu — OenepanbHas ciryx0a 6€30MacHOCTH;

DCTIK Poccun — OenepasibHast Ciryk0a 1Mo TEXHUIECKOMY U SKCTIOPTHOMY KOHTPOJIIO;

HPA — uudpossie (pUHAHCOBBIE AKTUBBI.

2. O0mme MoJI0KEeHNS.

2.1. Hacrosimas [Tonutuka nadopmannonHo 6e3omacHocty (nanee — [lomutuka) pazpabortana ¢
LEeNbI0 JIOKYMEHTAJILHO OMepeanTh U 3aUKCHpoBaTh TpeOOBaHUs, MpaBuia, MPOLEAYPhl 00eCIeUeHUs
nHpopmannonHoi 6ezomacHoctH (ganee — Mb) B OO0 «CrnytHuk LIDA».

2.2. 000 «Cnytauk HOA» (nanee — Kommanust) — :opuanuecKoe JuIo, IeHCTBYIOIIEE B KaYeCTBE
oreparopa oOMeHa P poBBIMHI (PMHAHCOBBIMU akTHBamMHU (nanee — LD A) u onieparopa nHpopMamoHHOK
CHCTEMBI B COOTBETCTBHH ¢ (hefiepaabHbIM 3aKOHOM 0 [IDA.

3. lesu u 3apa4un uHPOPMAMOHHOI 6€30MIACHOCTH.

3.1. OcHoBHo¥ 1ienbio Komnanuu B o6sactu obecrieuenus Wb sasercs muaumuzanus puckos Ub,
KOTOPBIM IO/IBEPKEHBI TEXHOJOTMU M HMH(OPMALMOHHBIE CHUCTEMBI, UCHOJb3YEMbI€ Ui JOCTUIKEHUS
OusHec-11eneil, a Takke odecnieueHre 3PPEeKTUBHOCTH MEPONPUITUNA IO JIMKBUAALUNA HEOIAronpUsTHBIX
IIOCJIEICTBUM peanu3anuu yrpo3 u nHuuaeHTos Ub.

3.2. Vka3zaHHas Ledb JIOCTUTaeTCsl MOCPEACTBOM 00eCHeueHUs] M IMOCTOSIHHOTO IOAJIEpyKaHUs
CJIEIYIOIINX CBOMCTB MH(OpPMAITUU:

- JOCTymHOCTH UWHGOpMAIMU s aBTOPU3OBAaHHBIX MOJb30OBaTeNell —  YCTOWYMBOTO
¢bynkuonupoanuss MC Kommanuu, mpu KOTOPOM TMOJB30BATENM HMEIOT BO3MOXKHOCTH MOJyYEHUs
HeoOxoauMoM HH(OPMAaLIUK U Pe3yIbTaTOB PELIEHUs 3a1a4 3a IPUEMIIEMOE JUIsl HUX BpPEMS;

- IEJOCTHOCTH M ayTEHTUYHOCTH (TIOATBEPKICHHE aBTOPCTBA) WHGOpMALMU, XPAaHUMOW U
oOpabateiBaemoit B IC Komnanuu u nepeiaBaeMoi o KaHajaaM CBSI3U;

- KOHQUACHIIUATHLHOCTH — COXPAHEHUs B TaliHE OMpeeNeHHOW YacTu WH(OpMAallUU, XPaHUMOH,
oOpabaThIBaeMoOii U MepeaBaeMoi 1o KaHaaaM CBSI3H.

3.3. ocTrxeHne JaHHOU [ENH JOJKHO 00eCTIeunBaThCs PEIIeHUEM CIIEeAYIOIINX 3a1ay:

- BOBJIEUEHUE PYKOBOJIUTENEH NpsIMOro HoauuHeHus ['eHepanbHOMy aupektopy Kommanuu B
nporuecc obecrnieuenus 1b;

- TokyMeHTupoBanue TpedoBanuii Ub;

- peanu3anus Mep 1o 3anuTe nHHOpMaIMOHHBIX akTHBOB Kommanuu ot yrpo3 Ub;

- ONITUMM3AIMS CTOMMOCTH BJIAJICHUS CPEACTBAMU 3aIUTH HH(GOpMaIuu B pamkax Kommnanuu,

- IPOTHO3UPOBAHUE YIPO3 U OLIeHKa puckoB 1b;

- IpeIOTBpAIIeHNE U/WIIN CHUKEHUE J0 PUEMIIEMOT0 YPOBHS yliep0a OT peain3aluy akTyalbHbIX
yrpo3 b B Komnanuu;

- coOMrofIeHNe 3aKOHOJIATEIbHBIX, HOPMATHBHBIX U JIOTOBOPHBIX TpeOoBanmii B obmactu UB,
BKJIIOUasi TpPeOOBAHHUS PETYISITOPOB;

- IOBBIIIEHUE CTaOMIIBHOCTH (DyHKIMOHUpOoBaHUsS KoMmanuu B yCI0BHSIX BO3MOKHOM peanzanun
yrpo3 Ub;

- pearupoBanue Ha MHIUACHTHI 1b;

- koHTpoJb coctosinug b Komnanuu;

- IOBBILLIEHUE OCBEJOMIIEHHOCTH B Bompocax oOecnieuenus Ub;



-[IOCTOSTHHOE COBEpILIEHCTBOBaHME cucteM obecriedenus b Kommanum, BKiIoyas mpoBOIUMYIO
HOJUTUKY oOecrieueHus u ynpasienus Ub.

4. OcHoBHBbIe MHGPOPMALMOHHbIE AKTHBBDI.

4.1. OcHOBHBIMH MH(OPMALMOHHBIMY aKTUBaMK KoMIaHuu, MOANEKAIUMY 3aILUTE, SBIISIOTCS:

- uUH(OpPMaLUs, COCTABJAIOMIAs KOMMEPYECKYI0 TaifHy, NEepCOHANbHbIE JaHHbIC, BHYTPECHHHE
nokymeHTel Komnanuu, uHas wuH(OpManus, 4YyBCTBUTEIbHAs 110 OTHOIIEHUIO K CIy4alHBIM U
HECAaHKIIMOHMPOBAHHBIM BO3JCHCTBUSAM M HApYLICHHWIO WX O€30MacHOCTH (B TOM 4YHCIE OTKPBITas
(obmenocrynHas) nHopmaIus), IpeaICcTaBICHHAs] B BHJIE IOKYMEHTOB U MH(POPMAIIMOHHBIX MAacCHBOB,
HE3aBUCHMO OT ()OPMBI M BUJIA UX MIPEIICTABICHHS;

- “H(OpMaMoHHas UHPPACTPYKTYpPa, BKIIIOYAIOIAsl CUCTEMbI 00pa0OTKH U aHaIM3a UHPOpMaLUy,
TEXHUYECKHE U TIPOTPaMMHBIE CpelICTBa 00padOTKH, Iepeaun 1 0TOOpaxeHus: HH(HOPMAIHH, B TOM YUCIIE
KaHaJlbl UHPOPMALIMOHHOTO OOMEHA M TeIEKOMMYHHUKALMH, CUCTEMbI U CPEJICTBA 3alUThl HH(POPMALIUHY,
OOBEKTHI U TOMEIICHHUS, B KOTOPBIX Pa3MeIeHbl YyBCTBUTENbHbIE KOMIOHEHTHI VC;

- npoueccsl 00pabotku uHpopmanuu B MMC — MHPOpPMALMOHHBIE TEXHOJIOTUH, PErjJaMeHThl U
poLEeayphI cOOpa, 00pabOTKH, XpaHEHHS U IepeIadr HHPOpPMAIIHH, TPOIECCh )Ku3HeHHOoro nukia NUC.

4.2. IlepeueHb MH(MOPMALTMOHHBIX aKTHUBOB, OUIEKALINX 3aLIUTE, ONPEENIAETCs M0 pe3ybTaTaM
WHBEHTapH3alny (y4eTa) u KilacCu(hUKaluu, IpOBOAUMOM B COOTBETCTBUH C YCTaHOBJICHHBIM B Kommanuun
HIOPSAIKOM.

5. OcHoBHBIE YTpo3bl HHPOPMALMOHHBIM AKTHBAM

5.1. OcHOBHBIE YIpO3bl HHPOPMALMOHHBIM akTUBaM KoMnaHuu BKIIIOYatOT B ce0sl:

- pa3riameHue 3aunaeMoi nHhopMaIum;

- KOMIIPOMETALMIO KJIFOUEBOH MHPOPMALIMH, IEPCOHATIBHBIX UIACHTU(DUKATOPOB, MapOjIei;

- HECAHKIIMOHMPOBAHHBIN JOCTYI K 3amuinaeMoi napopmanun Komnannu;

- BBOJ1 HEKOPPEKTHBIX (J10%kHBIX) faHHbIX B IC Komnanuwy;

- BBIXOJI M3 CTPOSI MaTepHAIbHBIX HOCUTEIIEH 3aIluIaeMoi HHPOpPMaLnH;

- YHUUTOXKEHHUE (yTepsi) 3aluiiaeMoil HiHpopMaImm;

- HeLITaTHas cuTyauus B pabote nporpammuoro odecneuenus UC Komnanuu;

- BUPYCHOE 3apaKEHUE;

- 3JI0HAaMEPEHHbIE JEUCTBUS, OCYILIECTBIIIEMbIE TOCPEACTBOM JIOKAJIIbHON BBIUMCIUTEIBLHOW CETU
Kommanuw;

- IeJICHaNpaBlIeHHble aTakil Ha WHGOpPMalMOHHbIE aKTMBb KOMMaHuMM ¢ UCIOIb30BaHUEM
YSA3BUMOCTEN «HYJIEBOTO JHS»;

- BBIXOJ] U3 CTPOsI IPOrPaMMHO-TEXHUYECKUX cpencTB Komnanuu;

- HapylIeHHe (PyHKIIMOHUPOBAHUS TEXHUUECKUX MEp 3alllUThI;

- HECAaHKIIMOHUPOBAHHOE WJIM HEKOPPEKTHOE BHECEHUE N3MEHEHUH B MH(OPMAIIMOHHBIE CHCTEMBI
Kommanum;

- HECAHKIIMOHMPOBAHHOE JEJIETUPOBAHUE OJTHOMOYMH /WM UCTIONb30BaHUE IPUBUIIETUH;

- XaJaTHOCTb, UTHOPUPOBAHME YCTaHOBJIEHHBIX MpaBwil obOecneueHuss Wb, yBennuunparomue
BEPOATHOCTH peanusanuu yrpossl Ub;

- YTpO3bl HApYLIEHUs LIETIOCTHOCTH U (GyHKIIMOHUpoBaHUs KoMnanuu B niesiom.

5.2. Ucrounuku yrpo3 1b nenstcs Ha 1Ba OCHOBHBIX Kjlacca:

- ICTOYHUKH, CBA3aHHbIE C JICHCTBUAMM JIt0JIel — BHELTHUE U BHYTPEHHUE HApYIIUTEIH;

- HCTOYHHMKH, CBS3aHHbIE C MPHUPOJHBIMU SBICHUSMH (CTUXUHHBIMH O€ICTBHUAMHU) H
HeOJIaronpUsATHBIMU TEXHOTEHHBIMU (DaKTOpaMH.

5.3. B kxauectBe BHEmHUX Hapymurenae b paccMarpuBaroTcs MIa, HE BXOJAIIME B COCTaB
noJsib3oBareseit u oociyxusaroero nepconaia MC Komnanuu, Hanpumep, pazpabotunku MC, BHenHue
JMIa (Xakepbl, WieHbl KpUMUHAIBHBIX OpraHu3aluii, ObiBine paboTHukr Kommnanuu u T.11.).

5.4. B KauecTBe NOTEHIMAIIBHBIX BHYTPEHHUX Hapymureneil b paccMaTpuBarOTCs OJIb30BaTENN
u oOcmyxuBatoumii nepconan WMC Kommanum, apyrue cyObekThl (JIM1la), BOBJIECYCHHbIE B
nH(popmanroHHble nporecchl KoMmmnannu, KOTOpble TakKe UMEIOT BO3MOKHOCTh CaHKIIMOHUPOBAHHOTO
noctyna k MUC u unpopmannoHusiM aktuBaM KoMmnanuu.



5.5. Ilepedens yrpo3 6e3onacHOCTH WH(OPMALIUK U HAPYIIUTENeH 0€30IaCHOCTH OMPEACIseTCs B
X0JI€ MPOLETyPbl MOACINPOBAHUS YTPO3.

6. IIpuauunb! o6ecneyeHuss HHGOPMALMOHHOI 0e30MACHOCTH.

6.1. B ocHOBe peanuzaruu ooecnieueHuss b 1eXUT KOMITJIEKCHBIN 1MOIX0/], KOTOPHIH BKITIOYAET B
ce0s1 creayIomue TPYIbI Mep 3alUThl HHPOPMALIUU:

- HOPMaTUBHO-IIPABOBBIC;

- OpraHU3alMOHHBIE;

- IPOrPAMMHO-TEXHUYECKHE.

6.2. IIpu noctpoenun b Komnanusi pykoBOJACTBYETCS PsIOM OCHOBOIIOJIAratoIMX IPUHIIUIIOB!

6.3. HeoTpeMeMOCTb.

besonacnocts UMC sBisiercs HMX HEOTbEMJIEMBIM CBOWCTBOM (XapakTEpHUCTUKOM), a He
JONOJHUTENbHBIM cepBucoM. CobmoneHue tpeboBanuii Vb nomxHO OBITH 00s3aTENBHBIM JAJS BCEX
pabOTHUKOB U ABISATHCS YaCTHIO KOPIOPATUBHOM KynbTypsl Kommanuu.

6.4. KOMIIJIEKCHOCT®.

HeobOxonuMo coriacoBaHHOE MPUMEHEHHUE Pa3HOPOJHBIX CPEJCTB IPHU MOCTPOEHUU LIETOCTHON
CHCTEMBI 3alUThl MH(OpMaIUK, MMEePEKPhIBAIONICH BCe KaHajbl pealu3allud Yrpo3 M He colepraluei
cabbIX MECT Ha CTBIKAaX OT/AEIBHHBIX €€ KOMIIOHEHTOB. 3alluTa JIOJDKHA oOecreuynBaThes (PU3HMUECKUMH
CpeACTBaMH, OpraHU3allMOHHBIMM, TEXHOJOIMUECKMMHM U IPAaBOBBIMH MepaMH, OOECIeYMBAIOIIUMH B
KOMIUIEKCE MHKEHEPHO-TEXHUUECKYIO 3aIIUTy OOBEKTOB, 3allUTy OT HECAHKIIMOHUPOBAHHOI'O JIOCTYIA K
KOMIIbIOTEpaM I0JIb30BaTENIeH U cepBepaM, pa3rpaHHMueHHe J0CTyna paOOTHUKOB K MH(GOPMAlMOHHBIM
pecypcam, Kpuntorpaduieckyro 3auuTy HHPOpMaIny, 3alIUTy KaHaJI0B oOMeHa HH(OpMaIUeH, 3auTy
uHpOpMaLUU OT yTe4eK 0 TEXHUYECKUM KaHajlaM U T.JI.

6.5. CUCTEMHOCTb.

JlesaTenbHOCTD MO 3ammTe HHGOPMAIMK 10JKHA OBITh CTPOrO U BCECTOPOHHE perjlaMeHTHPOBaHa
— IlomuTHka Kak COBOKYHMHOCTh HOPM, TpeOOBaHWH, NMOJOXKEHUH, MOPSAKOB M WHCTPYKIMHA, TOJDKHA
YUUTBIBaTh Bce Haubosiee ciadbie U ysa3BuMble Mecta MIC 1 oXBaThIBaTh BECh WX >KM3HEHHBIH UK. [Ipn
TOM HEOOXOJMM Yy4YeT BCEX B3aUMOCBSI3aHHBIX, B3aUMOJECHCTBYIOIIUX U HU3MEHSIOIIUXCS BO BPEMEHU
3JIEMEHTOB, YCIOBMM M (PAKTOPOB, CYIIECTBEHHO 3HAYMMBIX JJIS MOHMMAaHUS M PELIeHHUs HpoOIeMbl
obecneuenus b B MC. Heobxoaum aHamm3 M ydeT BceX TEKyHIMX cia0dbix U ysa3BUMBIX MecT UC,
BO3MOKHBIX OOBEKTOB M HAIIPABICHUN aTak, U, yUUTHIBASI BBICOKYIO KBAIM(DUKALUIO 37I0YMBIIIJICHHUKOB,
BO3MOYKHBIX B Oy/yIieM KaHaJIoB peanu3anuu yrpos Ub.

6.6. HerpepbIBHOCTS.

3amura HH(GOpPMaIK — HEMPEPHIBHBIH LieIeHaNPaBICHHBINA MPOLecC, MPENoIaraloIui NpUHITHE
COOTBETCTBYIOIIMX MEp Ha Bcex ATamnax »u3zHeHHoro nukia MMC KoMmnanuu, HaunHas ¢ caMbIX paHHHUX
CTaJni UX MPOEKTUPOBAHMUS.

6.7. AIEKBaTHOCTbD.

[TpuMeHsieMble METOBI M CPEACTBA 3AIIUTHl MHPOPMALIMU JTOJDKHBI OBITh aJIeKBaTHBI yTpO3aM ee
YHUUYTOXKEHHUS, YTEUKe WIN HCKakeHUs. HemomycTuma Kak HelOCTaTOYHasl, TaK M Ype3MepHas 3alluTa.
Co3aatk aGCONIIOTHO 3aLUIEHHYIO CUCTEMY NPUHLIUITHAIBHO HEBO3MOXHO, B3JIOM CHCTEMBI €CTh BOIIPOC
TOJIbKO BPEMEHHM U CPEICTB. B CBsA3M ¢ 3TUM, IpHU MPOEKTUPOBAHMM CUCTEM 3allIUThl MH(POpPMALUU
HEOO0XO/IMMO TOBOPHUTH TOJBKO O HEKOTOPOM IpUEMIIEMOM YypoBHE Oe3omacHOcTH. BakHO BBIOpaTh
30JI0TYI0 CEpeUHY MEXAYy CTOMKOCTBIO 3alllUThl U €€ CTOMMOCTHIO, MOTPEOJCHHUEM BBIYMCIUTEIbHBIX
pecypcoB, yao0cTBOM paboThl TOJb30BaTeNed W JAPYTUMHM XapaKTEPUCTHUKAMH CHUCTEM 3alllUThl
uHpopmanuu. [Ipoaykt — pe3ynbrat KoMopomMucca Mexay GyHKIHOHAIBHOCTBIO U 0€30IaCHOCTBIO.

6.8. UnenTudukaius u oreHKka akTHBOB.

Peanuszanus npuHUMIIA JOKHA OCHOBBIBATHCS Ha HACHTU(UKAIMM BceX HHGOPMAIMOHHBIX
aKTUBOB U OIPENEICHUN UX LIEHHOCTH JUIsl Lieneil u 3ana4 Kommnanun.

6.9. 'nbkocTh U yrpaBisieMOCTb.

Cucrembl 3amUThl MHPOPMALUHU JOJDKHBI O0ECIIeYrBaTh BO3MOXXHOCTh BapbUPOBAaTh YPOBEHb
3amuiieHHocTH IC. T'ubkocTh ynpaBieHus: ¥ MPUMEHEHHUS] CUCTEMBbI 3aIlIUThl HHPOpPMAIMU U30aBIIsSET OT
HEO0XOIMMOCTH NMPUHATHS KapIMHAIBHBIX MEp 110 MOJIHOW 3aMeHe CPEJCTB 3alUThl HA HOBBIE IIPU CMEHE
yCIIOBUN (DYHKIIMOHUPOBAHUS 3alUIIAEMbIX CUCTEM. B 1ensx obecredeHust THOKOCTH U YIIPaBIIIEMOCTH



3amuThl UC, mipu BBIOOpE MEXKIY OpPraHW3AIMOHHBIMU M TEXHHUYECKHMMU MEPaMU, IPHOPHUTET IOJKEH
OT/1aBaThCsl MEPAM TEXHUUYECKOIO XapaKTepa.

6.10. CBOEBpEMEHHOCTb.

PazpaboTtka moacucrembl b nomkHa BecTHCh BMECTE ¢ pa3pabOTKOM 3allUIaeMON CHCTEMBI.
Henonyctuma cutyanusi, Koraa Ta Wik MHas CUCTEMa pa3padoTaHa U BBOAMUTCA B 3KCILTyaTalllIo, a 3aTeM
JIeNaloTCA MOMBITKY €€ 3alUTUTh. Pa3paboTka moacucTeMbl 6€30MacHOCTH, OCYIIECTBIsIeMast HapajlieIbHO
pa3paboTKe 3alMIIaeMON CHCTEMBI, ONTUMH3UPYET 3aTpaThl PECYpCOB U IO3BOJIIET BbIPAOATHIBATH
HanOosiee 3 PEeKTUBHBIC PEIICHHMS.

6.11. Yopexnenue.

AkneHnt B pabote cuctembl oOecnedenus Wb pomkeH pgenaTbcss Ha MpenOTBpAlLEHUU
(mpenynpenutenbHBIX Mepax) coObiTuid b, KOTOphIE MOTYT MOBIUATH HA 1EIOCTHOCTD, JOCTYITHOCTh H
KOH(UICHIMATBHOCTh HH()OPMALIUH.

6.12. KoHTpoJIMpyeMOCTb.

O0s13aTeNbHOCTE M CBOCBPEMEHHOCTH BBISBICHUS M IPECEUEHUS TMOMBITOK HapyIICHUS
YCTaHOBIICHHBIX TMpaBWJ oOecriedeHus: Oe3omacHocTr wuH(opmanuu. [locrosHueni koHTpons Wb
Kommnanuu, BIsSIBIEHHE U YCTPAHEHUE YSA3BUMOCTEH, MOHUTOPUHT COOBITHIA, BIUSIONINX HAa €€ COCTOSTHUE,
ABIISIETCA 0053aTENBbHOM cocTaBsronei 3¢ hexkTuBHOM cucteMbl obectieuenns Ub.

6.13. CneoBanue qydiiuM MpakTUKaM.

[lpn peammsanuu Mep 1o obOecneueHuto Wb  pexkoMmeHmyeTcss yYUTBIBaTH TpeOOBaHUS
OTEUYECTBEHHBIX U MEXIYHAPOAHBIX CTaHIApTOB B 00nactu b kak mydmmx mpakTUK.

6.14. AHanu3 U COBEpLICHCTBOBAHUE.

HeoOxomuma moctosiHHas paboTta mo oueHke 3()(EeKTUBHOCTH U COBEPIICHCTBOBAHUIO MEp U
CpEICTB 3aIuThl MHPOPMAIIMK Ha OCHOBE aHaim3a ¢yHKuuoHupoBanust MC, m3ameHeHunit B MeTogax u
CpelcTBax IepexBara MH(GOPMALMK U BO3JCHCTBHS Ha KOMIIOHEHTHI CUCTEM, U3MEHEHUN HOPMATUBHBIX
TpeOOBaHUH 10 3aIIUTE, OTEYECTBEHHOTO M 3apyOEKHOTO OMBITAa B 00JIaCTH 3aIIUTHl HH(POPMAITIH.

6.15. MuHuMu3anus moJIHOMOYNH,

[IpenocraBienue  mosb3oBaTeNsiM  MpaB  JIOCTyla  ONpeleNsieTcs  MCKIIOYMTEIBHO
MIPOM3BOJICTBEHHON Heo0XoauMocTh0. JlocTyn k nHpOpMau JOMKEH MPeI0CTaBIATECA TOIBKO B TOM
ciry4yae 1 00beMe, B KaKOM 9TO MUHUMAIFHO HE0OX0AMMO PaOOTHUKY ISl BHITIOJIHEHHS €T0 TOJDKHOCTHBIX
00s13aHHOCTEH.

6.16. Paznienenue QyHKIMiA.

[Ipu ompeneneHun cocTaBa poJied, HCHOJB3YIOUIMXCA [UIsl pacHpeleseHusl MpaB JoCTyla,
3arpeniaeTcsi COBMEIICHHUE B paMKaX OJHON POJIM TaKOTO cocTaBa PYHKIIHH (KOHIIEHTPAIIUU IOJTHOMOYHH),
KOTOPOE€ TO3BOJIMIIO OBl OJHOMY paOOTHHKY €IMHOJWYHO OCYHIECTBJISTH BBIMOJHEHWE KPUTHUHBIX
orepanyil Wik Mmoiay4yaTh MOJHBIA U HEKOHTPOJIUPYEMBIH MOCTYN K Kakoi-mubo cucteme Kommanuw.
JleiicTBUs paOOTHUKOB, 00IaIAOIINX aJIMUHUCTPATUBHBIMHA TTOJIHOMOYUSIMH, JOJIKHBI HAXOJIUTHCS MO
0COOBIM KOHTPOJIEM CO CTOPOHBI CTPYKTYPHOTO MoApasenenus no odecneuenuto Ub.

6.17. Ilepconndukanus.

HeiictBust  Bcex  paGoTHukoB ~ KommaHuum  JOMKHBI  OCYIIECTBISATBCS  OT  WUMEHU
nepcoOHU(UIIMPOBAHHON y4eTHOW 3amucu. Takas ydeTHas 3aluch y KaKJI0ro pabOTHHMKA JIOJDKHA OBITh
€IMHCTBEHHOHN B CBS3M C TE€M, YTO Hanu4ue y pabOTHHKA JByX W 0OoJiee YUETHBIX 3alHCcell JenaeT He
3¢ PeKTUBHONW CHCTEMYy pacmpeaesieHus W KOHTPOJsS ToJHOMOouMid. VCkitoueHne 1o perieHuto
pykoBojcTBa KoMmmaHwM MOTYT COCTaBISTh AIMHHHCTPATOPBI CHUCTEM, JOJDKHOCTHBIE OOS3aHHOCTH
KOTOPBIX MPEIOIaraloT BHECEHNE U3MEHEHUH B yKa3aHHBIE CUCTeMBI. J[JI1 HUX B IOMOJIHEHHUE K YUETHOM
3alMCH C CTaHJIAPTHBIMHU IpaBaMH IOJIb30BATENs, MOKET OBITH CO3/1aHa aIMUHUCTPATHBHAS Yy4eTHAS
3aMiCh C PacITMPEHHBIMH MPUBIIICTUAMA. Hamndre y4eTHBIX 3aMuceil, He 3aKPETUICHHBIX 32 KOHKPETHBIM
paboTHUKOM, HE AOMYCTUMO.

6.18. 3anpemieHo Bce, 4YTO HE pa3pelIeHo.

Hoctyn k mwobomy o00vekty WMC [0mKEeH TPenoCTaBIsATHECA TOMBKO TpU  HAIUYUU
COOTBETCTBYIOILIETO paspelieHus (mpaBwia), 3a(QUKCUPOBAHHOTO B TMPOEKTHOM JIOKYMEHTAlUH,
permameHTe Ou3Hec-Tpollecca W HACTPOWKAX CpeACTB 3amuThl wHPopMmaruu. Jlroboit moctynm (He
paspelieHHbI SBHO) NOJDKEH OBbITh 3ampenieH. OyHKIusS 0e30macHOCTH — pasperiarh HeoOXOIUMbIe



noctynbl. Takod moaxox oOecreuyuBaeT TOJBKO HM3BECTHBIE O€30MacHble JOCTYIBl (ACHCTBHS) U
0CBOOOXKJJaeT OT HEOOXOIMMOCTH paclo3HaBaTh JHOOYI0 yrpo3y.

6.19. IIpocToTa NpUMEHEHUs 3aLUTHBIX MEP U CPE/ICTB.

Hcnonb3yemble cpeAcTBa 3alllUThl JODKHBI OBITh MHTYMTUBHO IOHATHBI W TIPOCTHI B
UCIOJIb30BaHUU. VX IprMeHeHue He JOHKHO OBITh CBSI3aHO CO 3HAUUTENIBHBIMHU JIONOJIHUTEIbHBIMU
TpyAo3aTpaTtaMu Mpu oObIYHON paboTe mosb3oBaTenei (paboTHukU U KiaueHTs) VC.

6.20. CTOMKOCTb CPE/ICTB 3ALLUTHI.

VY poBeHb CTOMKOCTH IPUMEHSAEMBIX CPEICTB U 3(P(HEKTUBHOCTH MEp 3aILUThI UH()OPMAIMH TOJIKHbI
OTIPENIENIATHCS LEHHOCTHIO 3alIUIIAeMOro OOBEKTa M TpeOOBaTh OT 3JO0YMBIIUICHHUKA HEAJIEeKBATHO
OO0JIBIIMX 3aTpaT BPEMEHU U BBIYMCIMTEIBHBIX MOLIHOCTEN Ha UX MPEOOJICHUE.

6.21. Du1e10HUPOBAHHOCTD CPEJCTB 3AIUTHI.

Henb3st nonaratbes Ha €IMHCTBEHHBIN 3aIUTHBIN pyOek, KakuM Obl HaJIS)KHbIM OH HE CUMTAJICS.
[TomMuMO cpencTB 3alUThl IEPUMETPA OJIKHBI MCIIONb30BAThCSl CUCTEMbI 3alllUThl BHYTPEHHEH CETH,
CepBepoOB, pabouux CTaHLIMH, 0a3 JAHHBIX U T.J.

6.22. OCBE1OMJIEHHOCTb.

OcBeoMIIEHHOCTh PAOOTHUKOB U KJIMEHTOB B Bonpocax b — o6s13aTenpHOe yciioBre 6€3011acHOro
(YHKIMOHUPOBAHUS CHCTEM.

6.23. IlepconanbHast OTBETCTBEHHOCTb.

OTBeTcTBEHHOCTh 3a oOecreyeHne Oe30macHOCTH HMH(POPMAUM W CHCTEM ee€ 00paboTKh
BO3J1araeTcs He TOJIbKO Ha CTPYKTYpHOE nojpaseneHue rno oodecrnedyenuto Vb, Ho 1 Ha kax10ro paboTHHKA
OpraHM3alMM B NpeAeIax ero NoJHOMOYHI.

6.24. JIosuIbHOCTB TIEpCOHAaa.

HeobOxonumo co3ganue OnaronpusiTHO armocgepbl BO BCEX CTPYKTYPHBIX MOJpa3esICHUsX
Komnanuu, npu kotopoil BelmoiaHeHue TpeOoBanuii b He BocmpuHMMaeTcss pabOTHUKaMM Kak
JOMOTHUTENbHAS HArpy3Ka, OT KOTOPOW jKeJaTeabHO M30aBUTHCS, a BOCIPUHUMAETCS KaK OCO3HAHHAs
HE00XOMMOCTh M HEOThEeMJIEMasi 4acTb KOPIOPAaTUBHON 3TUKU. B yka3zaHHON oOcTaHOBKE PaOOTHUKHU
OCO3HAHHO COOJIOJIAIOT yCTaHOBIICHHBIE MpaBmiia 1 TpedoBanus Vb u 3ppekTuBHO B3aUMOICHCTBYIOT CO
CTPYKTYPHBIM MOJIpa3jieneHueM no oobecneuenuto 1b.

6.25. BoB€U€HHOCTh PYKOBOJICTBA.

Heo6xonumo oco3Hanue pykoBoacTBoM Kommanun HeoOxoaumoctu obecneuenus b,
HEMOCPEJCTBEHHOE y4YacThe B MPUHATHUHM CTPATETHYECKUX PELIeHUH Mo BompocaM (YHKIIMOHMPOBAHUS
cucrtembl obecrnieueHus: b, Bkitouas BOnpoch! NpUHATUS PUCKOB.

6.26. BzaumojeiicTBre U KOOpAUHALIMS.

OddextuBHoe obecneuenne b nocturaercs Ha OCHOBE B3aMMOCHCTBUS U KOOPAMHAIIMH CO
CTPYKTYPHBIM  TOJpa3JelieHueM HMH(POPMALMOHHBIX TEXHOJIOTHH, BCEMHM 3aMHTEPECOBAHHBIMU
CTPYKTYpPHBIMU TofpazaeneHusMu Komnanuu, YnpasieHueM UHPOPMALMOHHOW 0€30MacHOCTH, TaKUMU
opranuzaiusmu kak bank Poccun, ®CTOK Poccun, ®Ch Poccun, MBJI Poccun) u apyrue npoduibHble
MUHUCTEPCTBA, BEAOMCTBA M OOBEIUHEHUS, (DYHKIMOHUPYIOUIME B CTpaHE, MOJ Ybed IOPUCIUKIIHEH
Haxoautcst Kommanus.

7. YnpasJ/ieHne puckaMy UHGOPMALUMOHHOMN 0€30MMaCHOCTH.

7.1. OGecneuenne Wb Kommanuu ocHoOBbIBaeTcs Ha ympaBieHuun puckamu Wb, uto
MpelycCMaTpuBaeT aHAINU3 CyllecTBYromux yrpo3 Wb, oneHky pucKoB peanuzaluy yKa3aHHBIX YIpo3 U
INPUHATHE HEOOXOAMMBIX Mep (B TOM YHUCIIEe IPUMEHEHHE CPECTB 3alUThl HHPOPMALIMH) [0 OTHOIIEHUIO
K puckam Ub, negonmyctumeim s Komnanun.

7.2. Lensto ynpasienus puckamu Wb sBnsercs:

- MUHHUMHU3AllMs HETaTUBHBIX MOCJIEICTBUM OT peaan3alii PUCKOB;

- ONTHMH3ALMs 3aTpaT, HANpaBICHHBIX Ha IPEIOTBPALEHUE HEraTUBHBIX IOCIEACTBHM OT
peayin3aiuy pruCcKOB.

7.3. Tlopsinok ympaBiaeHHs PUCKaMU JOJDKEH DPErIaMEHTHPOBATHCS OTAEIbHBIM BHYTPEHHUM
nokymMeHTom Komnanuu.

7.4. OTBETCTBEHHBIM 3a Ipouecc ynpasieHus puckamu b B Komnanun saBnsercs YmnpasieHue
nH(OPMALIMOHHON OE30MaCHOCTH.



8. OcHoBHBIC HanpaBJIeHUsI HH(POPMAIIMOHHOM 0€30NACHOCTH.

8.1. loxymentupoBanue tpedoBanuii mo Ub:

8.1.1. B Kommnanuu nomkeH ObITh pa3paboTaH, YTBEPKAEH M JOBEACH /10 pPaOOTHHKOB U
COOTBETCTBYIOLMX BHEIIHUX CTOPOH KOMIUIEKT IOKYMEHTOB (TOJMTHUK, IOJOXKEHUH, HHCTPYKIH),
peraMeHTHPYIOUIUX OTAeNbHbIE HanpaBiaeHus 1b.

8.1.2. Jlokymentsl mo MNb g rapaHTuM HMX MOCTOSHHOM NPUTOJHOCTH, COOTBETCTBHUS U
PE3yJIbTaTUBHOCTH JOJDKHBI IIEPECMATPUBATLCS 4YEpE3 3aIUIAHMPOBAHHBIE WHTEPBAJIbl BPEMEHU WJIU B
cllyyae CYLIECTBEHHBIX M3MEHEHuHl OusHec-npoueccoB KommaHuu wuiauM HU3MEHEHHUH TpeOOoBaHUI
3akoHonarenscTBa Poccniickoit denepanuu, HOpMaTUBHBIX JOKYMEHTOB banka Poccun.

8.1.3. B Kommanuu nomkeH ObITh pa3paboTaH nepeueHb, B KOTOPHIN JOKHBI OBITH BKIIOYEHBI BCE
BHYTpPEHHUE T0KyMeHTbl KoMIanuu, perinaMeHTHpyoIye oTAeNbHbIE NoJI0XkeHUs obecnieuenus 1b.

8.2. Opranuzanusa 1b:

8.2.1. Ynpasnenue Nb nomkHO obecneunmBaThCS KaKk MpPU OCYIIECTBICHUH HH()OPMAIIIOHHOTO
obmeHa BHyTpu KommnanuM, Tak ¥ Ipu B3aMMOAEHCTBUHM CO CTOPOHHHMMH OPIaHU3ALUSAMH U TPETBUMU
aunamu (cyobeKkTaMu).

8.2.2. B Komnanum pomkHbl OBITH ONpEAETICHbl CTPYKTYpHOE MOJpa3JeleHue | JIUIA,
OTBETCTBEHHbIE 3a OPraHM3alMI0 IJIAHUPOBAHUS, COBEPILIEHCTBOBAHUS U Pa3BUTHS OOECIEUeHUs u
ynpasinenus b B Komnanuu.

8.2.3. B Komnanum J0/KkHBI OBITh HA3HAYEHBl CTPYKTYpPHBIE NOJApA3ACiIEHUS U JIMLIA,
OTBETCTBEHHBIE 3a obecnieueHue Mb. O0s13aHHOCTH OTBETCTBEHHBIX JIUL JOJKHBI OBITH OIPEEIICHbI B X
JOJKHOCTHBIX MHCTPYKIIMSIX.

8.2.4. Jlng CHMXKEHUS BO3MOXKHOCTEH HECAHKIIMOHMPOBAHHOIO O3HAKOMJICHUS, YJaJleHUs,
MOTUGUKAINH, UCKOKCHUS W (W) 3JI0ynoTpeOieHus WHGOpMANMOHHBIMH akTHBamMu B Kommanuu
JIOJKEH COOJII0IaThCsl PUHIIUIT pa3ieieHus chep OTBETCTBEHHOCTH. DTOT HIPUHIUII 10JIKEH YUUThIBATHCS
npu opranuszanuu Bcex meponpustuii no b B Komnanuu, B ToM yncie npu oOecriedeHUH J0CTyIa K
uHpopMalMOHHBIM akTHBaM Kommanum Tex paboTHMKOB KoMmaHuM M TpeThUX JHI, KOTOPBIM 3TO
OOBEKTHBHO HEOOXOAWMO, MCXOISl U3 CTENEHH MX OTBETCTBEHHOCTH, ()YHKIMOHAIBHBIX OOS3aHHOCTEH,
pelaeMbIX 3aa4 U yCIOBUH 3aKIOYEHHBIX JOTOBOPOB.

8.2.5. Ilpu BbIOOpE cpencTs obecnieueHus u KoHTposisi 1b Komnanus n01kHO OpUEHTHPOBATHCS Ha
UCIIOJIb30BAHNE OTEYECTBEHHBIX IPOJYKTOB, B TOM YHCJIE Ha MCIOJIb30BAHUE OTEYECTBEHHOTO H
CaHKIMOHHO-YCTOMYMBOIO CUCTEMHOro M npukiagHoro I1O, BBUUCIMTENBPHOW TEXHUKH M CETEBOTO
00opyTI0BaHUS.

8.3. Ayaut u KoHTpouib coboaenus Tpedbosanuii b

8.3.1. Jlns oueHku 3(pPpeKTUBHOCTH NMpUMEHSEMBIX Mep U cpenctB obecneuenuss Ub, a Takxe
NPUTOJHOCTH U aJEKBaTHOCTHU Mojxoaa K obecneuenuto UMb, B Kommanuu 1OMKHBI MEPHOAMYECKH
MIPOBOJIUTHCSI MEPONIPUATHS 10 ayauTy (mposepke) Ub.

8.3.2. Ayaut Ub moxet ObITh Kak BHYTPEHHUM, TaK U BHEIIHUM. L{esb, MOps0K M NEpUOIMYHOCTh
nposenaeHus ayautos b KoMmnanuu B 11e710M WM €ro OTAENBHBIX CTPYKTYPHBIX MOAPA3/IeIEHUH T0JIKHBI
yKasbiBaThcsl B nporpamme ayauta Wb. Ilopsnok nmposenenus BHyTpeHHero aynurta Wb onpenensercs
OTJEJIbHBIM BHYTPEHHUM JJOKyMeHToM Komnanuu.

8.3.3. Ilpm mnposenenun ayautoB Kb AOMKHBI HMCHOIB30BAaThCSA CTaHAAPTHBIE IPOLEAYPBI
JOKYMEHTaJIbHOM TPOBEPKH, ONPOC M HHTEPBBIO C PYKOBOJCTBOM, M IIEPCOHAJIOM OpraHHU3aluu U
TEXHUYECKHE MPOLENYphl TECTUPOBAaHUS (TECTUPOBAHME HA IPOHUKHOBEHHE, HArpy304HOE CTpECC
TECTUPOBAHUE).

8.3.4. K mpoBezienuto BHyTpeHHUX ayauToB b MoryT mpuBnekaThCst CrielMaaiucThl, 00Ia1atonme
CHelHalbHBIMU HaBbIKaMU U 3HAHUSIMH, UMEIOIINX 3HAUEHUE JIJIsl IPOBEACHUS ayAUTA.

8.4. OGecneuenue 6e3onacHoctu Texnonoruu Hyperledger Fabric

8.4.1. B xauecTBe MHPOPMAIIMOHHON cHUcTeMBI, UcHoab3yemMor Komnanuei s mpenocTaBieHus
MOJIB30BATENSAM YCIIYT, UCTIONB3YeTCsl TeXHOMOorHsl OokueitH u ¢peiimBopk Hyperledger Fabric (nanee —
[TnaTdopma).

8.4.2. B kadecTBe sjipa TEXHOJIOTMYECKOTro creka s Ilmardopmel mcnosib3yercss OJIOKYEiH,
ocHoBaHHBIN Ha ¢peiimBopke Hyperledger Fabric. be3omacHocTs TpaH3akumii 3ayiokeHa B MIPOJBUHYTOM
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Mexanu3me koHceHcyca BFT (Byzantine Fault Tolerant), KoTOpsIii TIO3BONSIET peaii30BaTh CHCTEMY C
OTKPBITON MOJIEJIBIO YIIPABJICHUS MTOJIb30BATEISIMH.

8.4.3. Cucrema pa3meniaercs B myoauunom oonake Yandex.Cloud, uro rapantupyet 6€300acHOCTb
M0JIb30BATEIbCKUX JTAaHHBIX, COOTBeTCTBUE TpeOoBaHUsIM D3-152 «O mepcoHaNbHBIX JAaHHBIX», a TaKXKe
3alUTy OT BHEIIHUX U BHYTPEHHUX yTPO3.

8.5. Ynpapnenue nHGpopMarmOHHBIMU aKTHBAMH

8.5.1. 3ammre momnexuT Nobas uHpopManMs, HMpuHaATexkamas KoMmmanuum wuiam nepegaHHas
KoMnanum KJIMEHTOM WM KOHTPareHTOM B paMKax JOTOBOPHBIX OTHOIIEHWH. CTemneHb 3aluThl
uHpOpMalUK JOJDKHA BBIOMPAThCS B 3aBUCHMOCTH OT €€ Kareropuu. Bce mH(pOpManMOHHBIE aKTHBBI
KoMnanuu mOJKHBI 3alIMIIATHCS B COOTBETCTBHM C HUX CTENEHBIO BaKHOCTH JUISL JIOCTHOKEHUS LeNen
Komnanuu.

8.5.2. Ilopsimox knaccupukavu U YIOpaBieHUS HWHGOPMALMOHHBIMU AaKTUBAaMHU JIOJKEH
pErIaMeHTHPOBATHCS OTAEIBbHBIM BHYTPEHHUM JTOKyMeHTOM Kommanuu.

8.6. YpaBiieHue 10CTYIIOM K HH(POPMAIIMOHHBIM aKTHBaM

8.6.1. YmpapieHue JOCTYNoM (B T.4. YIAJICHHOTO) K WH(POPMAIMOHHBIM akThBam Komranuu
JOJKHO OTPEAETSATHCS MPUHIUIIAMU MPEAOCTaBICHHs paOOTHUKAM M MHBIM TPETHUM JIMI[AaM MHHHUMAJIEHO
HEOOXOIUMBIX ISl OCYIIECTBIICHUS HX JEATEIbHOCTH NPUBMIIETHA. JlocTy K MHQOpMAIIMOHHBIM aKTHBAaM
KoMmnanum nomkeH NpeaoCcTaBisThCS IO COIMVIACOBAHUIO C BIAJENblIeM aKTUBa W YTpaBlIcHHE
UHPOPMAIMOHHON  OE30MaCHOCTH  TOJNBKO HAa  OCHOBAaHUM  JOKYMEHTAIbHO  0OOCHOBaHHOM
MIPOM3BOJICTBEHHOW HEOOXOAUMOCTH (MOJMUCaHHAsl CiyXkeOHas 3amucKa, OJJIEKTPOHHOE MHCHMO,
COIJIACOBAaHUE B CUCTEME 3aBOK U T.J.).

8.6.2. Ilogxompl K yHOpaBIEHUIO JOCTYynmoM (B T.4. YJAJICHHBIM JIOCTYIIOM) JOJIKHBI
peraaMeHTHUPOBATHCS OTAENIbHBIM BHYTPEHHUM JOKyMeHToM Kommnanuu.

8.7. 3amuTa OT Bp€AOHOCHOTO KOJ1a

8.7.1. B Kommanuu H0DKHBI OBITH PEATHM30BaHBI MEPHI 3AIIUTH OT BPEAOHOCHOTO MPOTPAMMHOTO
obecniedeHus (BpeIOHOCHOTO K0/1a) ISl BCEX KOMIIOHEHTOB MH(MOPMAIIMOHHON HHPPACTPYKTYPHI.

8.7.2. JlomxHbl OBITH BHEApPEHBI Mephl OOHAPYKEHUS, NPEAYNPEKICHUS W BOCCTAHOBJICHHUS
IIOCJIEACTBUM BO3/IEHCTBUS BPEIOHOCHOTO KO/Ia.

8.7.3. Bompochl 3amuThl OT BPEJOHOCHOTO KOAA JOJIKHBI PETIAMEHTHUPOBATHCA OTIEIbHBIM
BHYTPEHHUM J0KyMeHTOM KoMmnanumu.

8.8. 3amuTa oT yTeuek HHpopMaluu

8.8.1. B KoMmnanuu AOMKHBI OCYIIECTBISTHCS MEPONPHUATHS AJs 3allUThl UHQOpMaLMU OT ee
HECAHKIIMOHMPOBAHHOTO pa3riameHus (YTeUKH).

8.8.2. B paMmkax [aHHBIX MEpONPUATUN JIOJDKEH OCYLIECTBIATHCA KOHTPOJIb ClEAYOIen
uHpOpMalnu:

- nH(opmanuu, nepegaBaeMoi B MH(POPMaLMOHHO-TEIEKOMMYHHUKAIIMOHHYIO0 ceTh «IHTepHeTY;

- nHoOpMaIuy, epelaBaeMoi ¢ UCIOIb30BAHUEM CPEJICTB JIEKTPOHHOM MMOUTHI;

- nH(opmanuu, nepeIaBaeMol Ha IevaTh;

- nHpOpMaINH, 3aUChIBAEMON HAa ChEMHbIE HOCUTEIH.

8.8.3. PacnipocTpanenue nndopmanuu 1 nepeaada HHGOPMAIIMOHHBIX aKTUBOB (32 UCKITIOUEHHUEM
o0mmea0CcTYIHOW HH(OpMAIMKM) TOJDKHBI OBITH 3amlpelleHbl, €CIH TOJbKO Takoe JelCcTBUE He
OCYILIECTBJISIETCS COMJIACHO CIIy4asiM, IPEAYyCMOTPEHHBIM 3aKOHOAATENbCTBOM Poccuiickoin denepanuu,
HOPMAaTUBHBIMH JIOKyMeHTamu banka Poccum, BHyTpeHHUMH JoKyMeHTamu Kommanww, BKITIOYAs
[Tonutuky.

8.8.4. IIpu nepeBone paborHrka KoMmmnanuu Ha apyroe Mecto paboThl, BHIHOC WH(OPMAIIMOHHBIX
aKTUBOB M3 CTPYKTYpPHOTO IMOJApa3JelieHHus, B KOTOpPOM OH paboTan 10 TNepeBoja, 3amlpelieH, 3a
UCKIIIOUEHUEM CIIy4aeB, KOIJIa TaKkue JEHCTBUS OCYILECTBISIOTCS B COOTBETCTBHMM C BHYTPEHHHMH
nokymeHntamu Kommnanuu, Bkiroyas [lonutuky.

8.8.5. PaborHuku Kommanum He IOJKHBI pacnpocTpaHsTh uHpopmarmio o Kommanuu. 3t0
KacaeTcsi Bcex paboTHMKOB Kommanuu, BHE 3aBUCHMOCTH OT HX MOJOXEHHS, AOHKHOCTH WIH
JeSITeTbHOCTH BHE CITyKOBI.
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8.8.6. JlonmonHuTeNbHbIE TpeOOBaHMS B YaCTH 3alIUTHl OT YyTeueK HWHGOpPMAIMU JOJKHBI
peraaMeHTHPOBATHCS OTACNIbHBIM BHYTPEHHUM JOoKyMeHToM Kommanuu.

8.9. YrpasiieHue HOCUTEIIMU HHPOPMALIUU

8.9.1. B Komnanuu A0mKeH BECTHUCh yYeT BCEX HOCHUTENCH 3amuinaemMoil mHpopManuu, Kak B
IIMCBMEHHOM, TaK U B JIEKTPOHHOM BHJie. B pamkax JaHHOrO ydera JI0JIKEH BECTUCH PEECTP HOCUTEIEH
nHpopMaIuu.

8.9.2. Bce Hocurenu wuH(OpMANMK TOHKHBI OBITh CHA0XXEHBI MPU3HAKAMH, TO3BOJISIOIIUMU
UICHTUPUIMPOBATH HOCUTENb HHGOPMAIIUU U XPAHAIILYIOCS Ha HEM HH(OPMAIHIO.

8.9.3. Topsamok paboThl C HOCUTEISIMUA MH(POPMAIIUU JOJKEH PETIaMEHTUPOBATHCS OTIEIbHBIM
BHYTPEHHUM J0KyMeHTOM Komnanuu.

8.10. besonacHoCTb ceTeBOM HHPPACTPYKTYPHI

8.10.1. B Komnanum A0MKHO  OBITh  O0ECIEUEHO  yMpaBlIeHHE  OE30MacCHOCTHIO
TEJIEKOMMYHUKAIIMOHHBIX ceTel Kommanum M ee »JIeMEeHTOB, MO3BOJSIONIEE OOECIEUYUTh 3alIUTy
nH(OPMAaLMOHHBIX akTUBOB KoMIanuu ot yrpo3s, BKJItouas HOCTOSTHHBIA MOHUTOPUHT COCTOSIHUS CETEBOM
0€30IacCHOCTH CETH.

8.10.2. Bompocel obecrieueHusi  0€30MACHOCTH  CETEBOM  UHOPACTPYKTYPHI  JOJKHBI
peraaMeHTHPOBATHCS OTAEIbHBIM BHYTPEHHUM JOKyMeHToM Kommnanuu.

8.11. Kpunrorpaduieckue Mepsl 3aIuThl HHOOpMAIUU

8.11.1. B mensx 3ammthl KoH(UACHIUANbHOW WH(popManuu B KoMmaHuu MOTYT HIpPUMEHSTHCS
cpencTBa kpunrorpadudeckoii 3amutel nHbopmanuu (nanee — CK3N).

8.11.2. Ucnonb3oBanue CK3UW nomxHO yuuThIBaTh 3aKOHOAATENLCTBO Poccuiickoit denepanuu u
OCYIIECTBISTHCS B IOJHOM COOTBETCTBUM C TEXHHYECKOM W OSKCIUIyaTallUOHHOW JIOKyMEHTAIIMEH,
npencrasiasiemoit npoussogutenem CK3U.

8.11.3. Bonpocel npumenenuss CK3W n0mKHBI periaMeHTUPOBAThCS OTIAEIbHBIM BHYTPEHHUM
nokymeHTom Komnanuu.

8.12. 3amura cpeabl BUpTyalnn3aluu

8.12.1. B Komnanuu J0JKHBI OCYIIECTBISATHCS MEPONPUATHUS AJIs 3aLUTHI CPEIbl BUPTyaJIU3alUHU.

8.12.2. 3ammuTa cpenpl BUPTyalM3alMHd JOJKHA OOECIEeYMBATHCS B COOTBETCTBHHM C OOIIMMU
noaxoxamu B yactu obecnieuenusi Ub, yctanosinenusiMu B Kommanuu.

8.12.3. JononHWUTEeNbHbIE TpPeOOBAaHUS B YaCTH 3alUTHl CpelIbl BUPTYATU3ALUH JOJKHBI
pErIaMeHTHPOBATHCS OTACIBHBIM BHYTPEHHUM JOKyMeHTOM Kommanun.

8.13. Perucrpauust ¥ MOHUTOPUHT COOBITUI

8.13.1. B KoMmmanum HIOJKHBI OCYIIECTBISTBHCS PETYJSIPHBI MOHUTOPHUHI U PETUCTpaLUs
CUCTEMHBIX COOBITH, NEHCTBUI Monb30BaTeneil 1 aIMUHUCTPATOPOB, OMMOOK U coobiThil Ub.

8.13.2. Bce 3apeructpupoBaHHbIE COOBITUS JOJDKHBI AQHAJIM3UPOBATHCS HA TMpeIMeT HalUuuus
pu3HaKoB nHIMAeHTa 1b.

8.13.3. Bompockl perucTpalud W MOHHUTOPUHIa COOBITUH JOJDKHBI pEriaMeHTHPOBAThCA
OTJEJIbHBIM BHYTPEHHUM JJOKyMeHToM Kommnanuu.

8.14. Ob6ecnieuenue 6€30MaCHOCTH HA ATANAX KU3HEHHOTO LUKJIa HH(POPMALIMOHHBIX CHCTEM

8.14.1. Paspaborka, mnpuoOpereHue, a TakKe€ BHECEHHWE W3MEHEHWHl (MoaepHu3alusd) B
cymecrByomue 3nemenTsl MC Komnanuu u X cONpOBOXKIEHUE JTOJKHO MPOBOAUTHCS TOJBKO I1OCIE
BBITIOJTHEHUS CIIEAYIOIIUX TPeOOBaHUM:

- onpenenienus Tpedoanuii b, mpeabsBiasieMbIx K pazpabaTbiBaeMOi, IpUOOpETaeMoi, a TaKkxKe
skcrryatupyemoit  MMIC  Kommanum wim  ee  3jleMeHTaM,  YAOBIETBOPSAIOIIMX  TpeOOBaHUSIM
3akoHoJarenbeTBa Poccuiickon @enepannu, HOPMAaTUBHBIX JTOKYMEHTOB banka Poccum u BHyTpeHHHX
nokymeHTtoB Komnanum B oOnactu 3amiuThl MHQOpPMAIMM, a TakKKe HCKIIOYAIONIMX HapylIeHHe
xapakTtepuctuk b cucremsl 3ammutsl nadopmaru Komnanuy;

- CO3J[aHMsI OT/AETBHBIX CPEJl U TECTOBBIX JaHHBIX JJISl TECTUPOBAHMS U3MEHEHU, BHOCUMBIX B UC;

- npumeHenust Mep UMb Ha Bcex atanax sxn3HeHHoro nukia 1MC.

8.14.2. TpeboBanusi 0€30MaCHOCTH JOKHBI OOOCHOBBIBATHCS U IOKYMEHTAJIbHO O(OPMIISTHCS B
pamkax ob1ero npoekra no BHeapenuto VC.
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8.14.3. Bompockl oOecnedeHuss 0e30macHOCTH Ha dTamax xku3HeHHoro Imukiaa MC momxHbI
perIaMeHTHPOBATHCS OTACIbHBIM BHYTPEHHUM JOKyMeHTOM Kommanuu.

8.15. Ynpasnenue ys3BUMOCTSIMU

8.15.1. B Kommanum pgomkeH OBITh OpPraHW30BaH MPOIECC YIPaBICHUS YSI3BUMOCTSIMH,
BKJTIOYAIOIIUI B ce€0sI MOCTOSTHHOE BBISIBIICHUE, AHAJIU3 U YCTPAHEHUE BBISBJICHHBIX YA3BUMOCTEH.

8.15.2. JIomKHBI MPOBOUTHCS PETyJIIpHbIe paOOTHI IO TECTUPOBAHUIO HA MPOHUKHOBEHHUE, KaK BO
BHEIIHHE, TaK U BO BHyTpeHHUE ceTh Kommanuu.

8.15.3. Bompocekl ymnpaBieHHUs YSA3BUMOCTSMU JOJDKHBI PETJIaMEHTHUPOBATHCA  OTACIbHBIM
BHYTPEHHUM J0KyMeHToM KoMmmnanumu.

8.16. Ynpasnenue nnuuaearamu b

8.16.1. B Komnanuu nomkeH ObITh OpraHu30BaH Mpolecc yrnpasieHus nHuuaeaTamu Ub, B pamkax
KoToporo kaxablii uHiuaeHT b nomken ¢ukcupoBarbest U paccienoBaThes. Pe3ynbrarel ciry:ke0HOTo
paccienoBanus JOJDKHBI JoBoauUThCs 10 PykoBoacrBa Kommanuu. Ilo kaxnoMmy ciaydaro HapyLICHHUs
TpeboBanuit b noMmKHO MpUHUMATHCS pElIEHHE O HAJOKEHUU Ha BUHOBHBIX JIMIl JTUCIUIUIMHAPHBIX
B3BICKAHUM.

8.16.2. Bompocel ympaBinenus uHuuaeHtamu Wb [OKHBI periiaMeHTHPOBATHCS OTIEIbHBIM
BHYTPEHHUM J0KyMeHToM Kommnanumu.

8.17. YnpaBneHue u3aMeHEHUSIMU

8.17.1. B Komnanuu noikeH ObITh OpraHM30BaH IIPOLIECC YIpaBiIeHUs HU3MEHeHHsMH. Bce
W3MEHEHUs, BHOCUMBIE B mporpammHoe obecnieuenue MC u o0opyaoBaHue, T0JKHBI PETUCTPUPOBATHCS U
KOHTPOJIMPOBATHCS.

8.17.2. JomxHbI OBITH OIpeieeHbl U 3adUKCUPOBAHbI TapaMeTpsl 0e3onacHbIX KoHpuryparwmiit UC
u o0opynoBanus. [laHHbIE MapaMeTphl JOIDKHBI B 003aTEIBHOM MOPSIKE TPUMEHITHCS IPU HACTPOHKE U
BOCCTaHOBJIEHHH paboTocnocoOHocTH 0bopyaoBanus u UC.

8.17.3. Bompockl ympaBieHUsT HW3MEHEHUSMU JOJDKHBI PErVIAMEHTHPOBATHCS  OTACIBHBIM
BHYTPEHHUM JoKyMeHToM Kommanuwu.

8.18. PezepBHOE KONIMPOBAaHKE U BOCCTAHOBJICHNE HH(OpMAITHH

8.18.1. B Komnanuu 0MKHO BBINOJHATBHCS PETYJIIPHOE pe3epBHOE KOMMPOBAaHUE MH(POpPMALUH,
IporpaMMHoOro obecrneuenus u oopasos MC.

8.18.2. CoznaBaeMble pe3epBHBbIE KOMUHM JOJDKHBI DPEryJSIpHO TecTUpoBaTbes. JlommkHa OBITH
obecredeHa 11eTI0CTHOCTh CO3/1aBaeMbIX PE3EPBHBIX KOIUIA.

8.18.3. Bompockl opraHu3zanuyd pe3epBHOTO KOMUPOBAHUS M BOCCTAHOBIICHUS HHQPOPMAIUH
JOJKHBI PETVIAMEHTUPOBATHCS OTIENBbHBIM BHYTPEHHUM TOKyMeHTOM Kommnanuu.

8.19. YnpaBieHue HenpepbIBHOCTHIO NESATENILHOCTH (OM3HECaA)

8.19.1. B Kommanuu pomkeH ObITh pa3palOTaH U MOANEPKUBATHCS MPOIECC OoOecreueHus
HENpephIBHOCTU OoOMeHa MH(popMalueld U J0cTyna K MH(GOPMAIMOHHBIM aKTHBaM B MacliTabax BCEro
Komnanuu, yuurtbiBatomuii tpeboBanusi Ilomutuku u BHyTpeHHUX JokyMeHTOB no Wb Kommnanuwm,
BKJIOUAIOIIUH B ce0s1 MEPHI 110 BBISBJICHUIO U CHHYKEHHUIO PUCKOB OTKa30B U OJ0kupoBaHus anemeHToB 1C,
orpaHudeHuto nocieactsuii  orkazoB MC wnm  aBapuif, u oOecneyMBalOLUil  JTOCTYHHOCTb
MH(OPMALIMOHHBIX aKTHBOB, B TOM YHCJIE BO3MOKHOCTh UX ONEPATUBHOTO BOCCTAHOBJIEHUS, TPEOyEeMYIO
JUIsl TIOJIep KaHusl HeTIpephIBHOCTH OU3Hec-TiporieccoB Komnanuu.

8.19.2. IlpunsaThle Mepbl MO OOECHEUYEHUIO HENPEPHIBHOCTH JEATEIbHOCTU JOJKHBI OBITH
OTpakeHbl B pazpabaTsiBaeMoM Ilnane obecriedeHns HEMPEPHIBHOCTH U BOCCTAHOBJICHUS JESATEIBLHOCTH
(manee — Ilnan).

8.19.3. [Inan nomxkeH noaBeprarbes IPOBEPKE HA PeryisipHON ocHoBe. [1o pe3ynbrataM nmpoBepku
B ClIy4ae HE0OOXOIMMOCTH JIOJIKEH OCYILECTBIAThCS IepecMoTp naHHoro [1nana.

8.20. Ob6ecnieueHue cOOTBETCTBUA TpeOoBaHUAM B 0biactu b

8.20.1. Jlms BBIMOMHEHHUS BCEX OOsA3aTENBHBIX TPEOOBAHWI MO 3alUTe KOHQPHUIACHITUATHHOM
uHpOpMalUY, TPEANUCAHHBIX 3aKOHOJATEIbHBIMM W JAPYTUMH PETYIUPYIOIUMH (HOPMATUBHBIMHU)
noKymeHTaMu, B KoMmmaHuu [OJDKEH BBINOJHATHCS PETYJSAPHBIA IepecMoTp NoKyMeHToB no Mb m
COZIEp KALINXCS B HUX TpeOOBaHUH.
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8.20.2. PykoBomuTenu CTPYKTYpHBIX moapasneneHuii Kommanum B mpexpenax cBoel oOiactu
OTBETCTBEHHOCTH JIOJKHBI PErYJISIPHO aHAJIM3UPOBATH COOTBETCTBUE 00pabOTKU HH(DOPMALIMU U IPOLIETYP
TpeboBaHUsIM BHYTpeHHUX AOoKkyMeHToB Kommanuu o Wb, B Tom uuncie TpeboBanusam [lomuTuku.

8.21. OGecneueHue 6€30MaCHOCTH MPU pabOTe C IEPCOHATIOM

8.21.1. C menpl0 CHW)KEHHUS pPHCKA CyOBEKTHBHBIX OIIMOOK, KpaXX, MOIICHHUYECTBA WU
MIPOU3BOJICTBEHHBIX 3J0yNOTPEeOJICHU Mpu NpueMe KaHIuAaToB Ha pabotry B KommaHus HOJKHBI
BBITIOJTHSATHCS TPOIIEIYPhI OIEHKH 0JIArOHAC)KHOCTH KaHAUJATOB Ha padoTy.

8.21.2. JIOJDKHO OCYIIECTBISATHCS BBISIBICHUE, NPEAyNPEKIACHUE W IPEceYeHUE BO3MOKHOM
MIPOTUBONPABHON M WHOW HEraTUBHOW NEATEIHHOCTH PAOOTHUKOB, B TOM YHUCIE JOHKCH MPOBOAUTHCS
BBOJHBIA MHCTpYKTaxX o Wb ans paGoTHUKOB mpu mpreme Ha paboTy, a Takke JajbHEeHIIni KOHTPOJIb
(mpoBepka) MOMy4YeHHbIX 3HAaHHUHA. J[oJKeH OBITh pa3paboTaH M JOBEJCH 70 CBEIEHUS MepcoHaa MmopsI0K
NPUHATHS JAUCUUIUIMHAPHBIX B3BICKAHMM K TeM pabOTHUKAM, KOTOpble JOMYCTUIIM HapylIeHHE
yCTaHOBJIEHHBIX TpeboBaHuii Ub.

8.21.3. JlomkHa OBITH OIpeACIICHa M JOBEICHA JIO CBEICHHUS PAaOOTHUKOB O00JacTh HUX
OTBETCTBEHHOCTH B YaCTH BBITIOJHEHUS 00s13aHHOCTEH 1m0 oOecrieueHuio Vb, ocraromuxcs B cuiie mocie
MPEeKpaIleHUs WM U3MEHEHUS TPYAOBBIX OTHOIIeHUH ¢ Kommanuen.

8.22. [loBeIieHne ocBeioMIeHHOCTH B o0actu b

8.22.1. B Kommanuu AOKHO OCYIIECTBISATHCS OOy4YEHHE M IOBBIIICHUE OCBEIOMICHHOCTU
paboTHuKOB B 00actu obecnieuenus Ub.

8.22.2. JIomKHBI TPOBOAUTHCS PETYIISPHBIE 00yYaronIre MEPONPHUITH Ui paOOTHUKOB, a TaKKe
WHBIX TPEThUX JIMI, JOMYIICHHBIX K WHPOpManmoHHbM akThuBaM Kowmmnanuu. I[lo pesynbraTam
MIPOBEJICHHBIX MEPONPUATUI JOIKHBI IPOBOUTHCS PETYIISIPHBIE IPOBEPKH MOTYUYSHHBIX 3HAHHIA.

8.22.3. Bompochl MOBBILIEHUS OCBEAOMIEHHOCTH JOJDKHBI PErJaMEHTUPOBATHCS OTIEIbHBIM
BHYTPEHHUM JoKkyMeHToM Kommnanuwu.

8.23. Obecneuenue 6€30MaCHOCTH MPH B3aUMOACHUCTBUH C TPETHHUMH JIULIAMH

8.23.1. Mepsl 0€30MacHOCTH TMPHU OPraHu3aluud paboT C TPETHUMH JHUIAMH U CTOPOHHUMH
OpraHu3alMsIMU JOJKHBI IPEIyCMaTPUBATh:

- ompejeNeHUe U OlEeHKy moTpeOHocTedt KoMmanum B HEOOXOAMMOCTH OpraHU3aluu padboT ¢
MPUBJICYCHUEM CTOPOHHUX OpPraHU3alluid, a TAK)KE€ MPOBEICHUE aHATN3a U OIEHKH PUCKOB, SIBIISOIIUXCS
CIIEJICTBHEM JIaHHOTO BUAA paboT (B TOM YHCIE ONpeesieHue KPUTeprueB BbIOOpa U OLIEHKH CTOPOHHUX
OpraHu3aIuii);

- TMIOCTOSTHHBIN KOHTPOJIb IOCTYIA TPETHUX JIUIl U CTOPOHHUX OpraHu3aIuii K HH(OOPMAIMOHHBIM
aktuBaM KoMmnaHuu u cpectBaM ee 00paboTKH;

- OCYIIIECTBIICHHUE JIOTYCKa CTOPOHHUX OPTraHU3aIliil U TPEThUX JIUI] K HH(OPMAIIMOHHBIM aKTUBaM
KoMmnanuu TONBKO MOCIE OMpeNeNieHUs W pealu3aluyd HEOOXOJUMBIX TpeOoBaHHI 0€30MacHOCTU U
OTBETCTBEHHOCTH 3a WX HapyIlIeHWEe, a TaKKe BKIIOYCHHUS TaKUX TpeOOBaHWU B 3aKIIOYEHHBIE C
yKa3aHHBIMH JIMLIAMHU ¥ OPTaHU3ALUSIMH JIOTOBOPBI U COTJIAIICHUS;

- BOBMOXKHOCTh Ha PETYJIIPHON OCHOBE OTCJICKUBATh U IPOBOUTH AYUT YCIIYT, TPEIOCTABIIIEMBIX
TPETHUM JIUIIOM HJIM CTOPOHHEN OpraHu3aiuei.

8.23.2. Bompocsl ob6ecnieueHuss b mnpu B3aUMOJEHCTBUM C TPETHUMHU JIMIAMH JOJIKHBI
periiaMeHTUPOBATHCS OTACIbHBIM BHYTPEHHUM JJOKyMeHTOM KomnaHuu.

8.24. Opranu3zanys 3alMThl IEPCOHAIBHBIX TaHHBIX

8.24.1. IlepconanbHble TaHHBIC SBISIOTCS BaXKHBIM WH(GOPMAIMOHHBIM akTUBOM Kommanuu, B
cBs3u ¢ yeM KommaHus AOMKHO TMPUHUMATh MEpHI MO0 WX 3alUTE€ B COOTBETCTBUMU C TPEOOBAHUSIMU
3akoHojarenbeTBa Poccniickoit denepanu, HopMaTUBHBIMU JOKyMeHTamu banka Poccun.

8.24.2. 3amuTa nepcoHalbHbIX IaHHBIX JI0JKHA 00€CTIeYNBAThHCS IyTEM OpraHU3allui KOPPEKTHON
00paboTKH, Tepeaul U XpaHEeHUs MEePCOHATbHBIX JAHHBIX, a TAK)KE€ KOMILJIEKCOM OPTaHU3allMOHHBIX U
TEXHUYECKUX MEPOTIPUATHMA, HAITPABJIEHHBIX Ha 00EeCTICUeHNE UX OE30MaCHOCTH.

8.24.3. Bompockl oOecrieueHusT 3alUThl MEPCOHANBHBIX JTAaHHBIX JOJDKHBI PErIaMEHTHUPOBATHCS
OTJIETTLHBIM BHYTPEHHUM JIOKYMeHTOM KomMmanum.

8.25. Opranuzanus GU3N4IECKOM 3alUThI
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8.25.1. C uenpl0 MpeAOTBpallleHUs HECAHKIMOHUPOBAHHOIO JOCTyIa, IOBPEXKICHUSA
00opy/10BaHus1, BTOPKEHUS B 3/1aHUA U TToMeneHusi KoMmanuu A0mKHBI ObITh BbIAENIEHBI 30HBI (001aCTH)
O6e3omacHOCTH (B TOM 4YHCIEe OCO00 BaXHBIE M BBIJICJICHHBIC IIOMEIIEHUS), B KOTOPBIX JOJDKEH
MOJEP>KUBATHCS PEKUM (HU3UUYECKOM 0€30MacHOCTH.

8.25.2. B 30Hax 0e30macHOCTH, a TaKXe BO BCEX O(UCHBIX, BCIIOMOTATEIBbHBIX, MOJCOOHBIX,
TEXHUYECKUX U T.N. MOMEIICHUAX IOJDKHBI OBITh peaii30BaHbl MEpbl MO MPOTHUBOIOKAPHOU 3allUTe,
3alIMTe OT aBapHil B CHCTEMax 3JEKTPO-, TEIUIO-, BOJIO-, Ta30CHAOKEHHS, KaHAIN3AalUU U CTUXHHHBIX
OeCTBUN.

8.25.3. JIuna, nMeroniye mpaBo Ha JI0CTyN B oMeleHus: KoMmnanuu, JOKHBI pErUCTPUPOBATHCS,
JOJKEH OCYILECTBISTHCS KOHTPOJb JOCTYNa B MOMELIEHHUS (B TOM YHCIIE C HUCIOJIb30BAHUEM CHCTEMBI
KOHTpOJIs U ynpasieHus poctynom (CKVYD));

8.25.4. [IpoBOaUTCS yUeT CIACAYIOMMX KaTErOpHil JIMIL;

- JIU1I, KOTOPBIE HE SIBIISIOTCS paOOTHUKAMHU, HO IMEIOT IPABO HA JIOCTYII B TOMEIICHUS;

- TEXHUYECKOTO (BCIIOMOTaTEIbHOI0) MepCOHAa.

8.25.5. BrliieykazaHHble JIMLA JODKHBI JIONYCKAThCsl B IIOMEUIEHUS TOJIBKO 107, KOHTPOJIEM U B
COIIPOBOXACHUH OTBETCTBEHHBIX paboTHNKOB Kommanuu;

8.25.6. list Bcex MOMEIIEHUN JODKEH OBITh HA3HAUEH MX Biajeliell (pacrnopsiuTeNb JOCTyTa).
JlocTym B OMEIIEHHUs JOIHKEH MPEI0CTABIATHCS TOJIBKO MO COTJIACOBAHUIO C BIA/ICTIBIIEM;

8.25.7. BxoaHbple OBEpU MOMENICHHWN JOJDKHBI OBITH 0OOpPYJIOBaHBI MEXAaHWYECKHMH 3aMKaMH,
o0ecrneunBaIIMMU HAJEKHOE 3aKphITHE TIOMEIICHHH B Hepabouee Bpems;

8.25.8. Cepsepnoe u cereBoe obopyaoBanue MC noymkHO OBITH PacoNIOKEHO B 3alUPAEMBIX
CepBEPHBIX CTOCUHBIX MKadax. JlocTyn K JaHHBIM mIKadam JOJIKEH KOHTPOIUPOBATHCS;

8.25.9. B cnyudae npuMeHEHHs CPEJICTB BUACOHAOIIONCHUS] BUCO3AMMCH JOJDKHBI XPAHUTHCS HE
MeHee 14 (4eThIpHaIaTH) KaJeHAAPHBIX THEH.

8.25.10. Bompockl opraam3anuu (pU3MUecKOi 3aIuThl JODKHBI PETIIaAMEHTHPOBATHCS OTICITHHBIM
BHYTPEHHUM JoKyMeHToM Kommanuwu.

8.26. [IpuMeHeHne TEXHUYECKUX CPEICTB 3alUThl HH(pOopMaIum

8.26.1. TexHnveckue cpeAcTBa 3alIUThl HH(GOPMALMK NEpe] UX UCHOJIb30BAHUEM JIOJIKHBI OBITh
pa3MenieHsl B MHQopMalMoHHOW uHppacTpykType Kommanuum u HacTpoeHbl (CKOHQUIYpHpOBaHbBI) B
COOTBETCTBHUH C TPEOOBAHUSAMHM IKCIUTyaTallHOHHON JOKYMEHTAIMH.

8.26.2. Jlns BcexX NMPUMEHSEMBIX TEXHMYECKHX CpPEACTB 3alllUThl MHGOPMALUU JOJKHBI OBITh
o0ecrnieueHa BO3MOKHOCTh MX MOJIEPKKHU (COMPOBOXK/IEHNUS) B TEUEHUE BCETO CPOKA HCIOIb30BAHUSI.

8.26.3. B ciryuae HEOOX0IMMOCTH MCII0JIb30BAaHHSI TEXHUUECKUX CPEJCTB 3aIUThl HH(OpMAIUHU JUIs
HEUTpaIu3aluu aKkTyaJlbHbIX yrpo3 0e30MacHOCTH HMH(OpMalMU B COOTBETCTBUHM ¢ Monenbio yrpos
Komnanuu, TOMMKHBI MPUMEHATHCS cpelcTBa, cepTudunmrposanusile ®CTOK Poccun nmo tpeboBaHusM
0€30MacCHOCTH.

9. OTBEeTCTBEHHOCTH

9.1. Tenepanbubiii nupexkrop Kommanum mpu obecrnieuennun Wb B Kommanum Hecer
OTBETCTBEHHOCTbH 3a:

- yrBepkaeHue [lonutuku u BHyTpeHHUX JokyMeHToB Komnanuu B yactu obecnieuenus Ub;

- YTBEp)KJeHUE HampaBieHHd pa3Butusi b B KOHTEKCTe CHIDKEHHS OOMIMX OM3HEC-pUCKOB
Kommanuw;

- BBbIJeJIeHHE (DUHAHCOBBIX M MaTepHaJbHBIX CPEACTB, a TaKXe KaJpOBBIX PECYpCOB s
opranuzanuu oodecrieueHus Ub;

- YTBEP)KJICHHE OPTaHU3aMOHHON CTPYKTYphI ynpasienus 1b;

- Ha3HaYE€HUE OTBETCTBEHHBIX JIUIL 3a oOecreuenue Ub.

9.2. PykoBoaurenb YmpasieHus HHGPoOpManMOHHON OezomacHoctu npu oOecneyenun Wb B
KoMnanuu HeceT 0TBETCTBEHHOCTD 34!

- IUTAHUPOBaHHUE, KOHTPOJb, OPraHU3aLMI0 M pa3BuTHE Mep obecreueHus u ympasieHus Ub B
Kommnanwnu.

9.3. Vmpasnenue uHpopMarmoHHoi Oe3omacHocTu npu obecnieuenun b B Kommanuu Hecer
OTBETCTBEHHOCTH 3a:
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- pa3paboTKy, JOKYMEHTUPOBAHHE U BHEJIpEHUE Mep obecnieueHus u ynpasienus Ub;

- oIIpeJieJIeHUue Mep, HEOOXOAUMBIX ISl peaju3aliy IJIaHOB M CTpAaTeruii B 4acTH yNpaBJICHUS U
3amuUThl MHQOPMALIUK Ha KaXKIOM JTare ee 00paboTKH;

- aHanmM3 yrpo3 u puckos Mb, muiannpoBanue U peanusanusi MEPOIPUATHI 110 CHHYKEHUIO YyIpO3 U
YIPABJIEHUIO PUCKaMH, COTJIAaCOBAHUE OIOPKETa MEPONIPUITUI IIepe]l pyKoBoacTBoM Komnanuu;

- BBIIOJIHEHHE TpeOoBaHMI 3akoHonmatenbcTBa Poccuiickoit  ®Denepanuu, HOPMATHUBHBIX
nokymMeHToB banka Poccun u MHBIX mpuMeHUMBIX TpeOoBanuii B oonactu Ub;

- yIpaBlIeHUE NMPUMEHAEMBbIMH TEXHUYECKUMH CPEICTBAMH 3allUThl MHPOPMALUU, a TaKKe HUX
COIIPOBOX/ICHHUE;

- KOHTPOJIb 3a npuMeHseMbiMu MepaMu Wb u ynydiienue (CoBeplIeHCTBOBaHHME) NPUMEHSIEMbIX
MED;

- OpraHu3aluIo 00YYEeHHUs U MOBBILIEHNS OCBEOMIIEHHOCTH pabOTHUKOB B obusiactu Ub.

9.4. YupaBnenue WHPOPMAIIMOHHBIX TeXHOJOrui mnpu obOecmeueHun Wb B Kommnanum Hecer
OTBETCTBEHHOCTbH 3a:

- MOAJEPKKY M ydactue B Ipoueccax ooOecrneueHuss Kb, CBsf3aHHBIX € HCHOJB30BAHUEM
MH(POPMALIMOHHBIX TEXHOJIOT U

- COOJIIOJICHHE YCTaHOBJICHHBIX TpeOOBaHMit B uactu obecrieuenus: b npu pazpaboTke, BHEAPESHUH
U 3KCIUTyaTalui HHPOPMALMOHHBIX CUCTEM U HH(POPMALIMOHHBIX aKTHBOB;

- Y4aCTHE B IIPOLIECCE aHAIM3a yrpo3 U puckoB b, uranupoBanue u peanusanus MEPOIPUATUN 110
CHIPKEHMIO YIPO3 U YIIPABICHUIO PUCKAMH COBMECTHO C YIIpaBleHHEM HHPOPMALMOHHON O€3011aCHOCTH;

- IUJIAHUPOBAHUE, pealiu3anusi MEpOnpHUsITUM U OOJKETa, HAIPaBJIEHHBIX Ha CONPOBOXKICHHE
3aKyINOK, OSKCIUTyaTalMio oOOpYyIOBaHUS M HMH(POPMALMOHHBIX CHUCTEM B LEJIAX HHGPOPMAMOHHON
0e30I1acHOCTH;

- yHIpaBlIeHUE NMPUMEHSEMBbIMU TEXHHUYECKUMH CPEICTBAMM 3aLUThl MH(OpMaIMK, a TaKkKe HX
COIIPOBOX/ICHUE;

- IpelocTaBleHUue HHPOPMALUU O MpUMEHSeMbIX HH(pOpMAMOHHBIX TexHosorusx u HC
VYnpasieHnto THPOPMAMOHHON 0€301MacHOCTH.

9.5. PykoBoauTtenu CTpyKTypHBIX noapasnenenuii Kommanuu npu obecneuennu b B Komnanuu
HECYT OTBETCTBEHHOCTb 3a:

- ynpaBiieHue WH(POPMALMOHHBIMUA aKTHBaMHU, COTJIaCOBaHHME MpaB JAOCTyNa K WHPOPMALOHHBIM
aKTHBaM, IPUHATHE pelIeHni 1o puckaM HapyueHus Vb, cBsi3aHHBIM ¢ MHPOPMALIMOHHBIMU aKTHBAMU;

- JoBeneHue TpeboBaHuil mo obecneueHuto b 10 paOOTHHKOB MOJUYUHEHHBIX CTPYKTYPHBIX
MOJpa3IeIICHU;

- CBOEBpEeMEHHOE NH(POpMUPOBaHUE Y IpaBieHUsI THPOPMALIMOHHON 0€30IaCHOCTH O BBISIBJICHHBIX
pHUCKax M MHIUIEHTaX MH(POPMAIMOHHON 6€3011aCHOCTH;

- UCTIOJIHEeHHE TpeOoBaHUM YTnpaBieHUs] HH(POPMAIMOHHON 0€30IaCHOCTH 110 MUTHUTALIUN PUCKOB
Wb, ycTpaHeHUIO yCIOBHM U MOCIEACTBUN UHIUICHTOB.

9.6. Pabotnuku Komnanuu npu odecnieuennu b B Komnanuu HeCyT 0TBETCTBEHHOCTD 3a:

- CTIOJIHEHUE TpeOoBaHU BHYTPEHHUX JOoKyMeHToB Komnanuu B yactu obecnieuenus Ub.

10. 3akar0uuTeIbHbIE MOJIO0KEHUS

10.1. Hacrosimast [lonutrka noanexut peryasspHoMy IepecMOTpy He peke 1 pasa B rof, a TaKxe B
CIIEYIOIIUX CITyYasx:

- U3MeHeHus TpeboBaHMii 3aKkoHOAaTenbcTBa Poccuiickoit denepaninu, HOPMATUBHBIX IOKYMEHTOB
banka Poccu;

- CYILECTBEHHBIX H3MEHEHHH B HH(POPMALMOHHOW HHQPACTPYKTYpE HIM OpPraHU3aMOHHOU
cTpykrype Komnanuu;

- BBUIBIEHHA HUHIUAECHTOB Wb, CBUAETENBCTBYIOIIMX O HEMOJHOTE WIA HECOBEPILIECHCTBE
Hactosmei Ilomutukn.

10.2. Ilpennocbuikamu [Uisl IEPECMOTPAa M COBEPIIEHCTBOBaHUS Hacrosmed Ilomutukn moryt
TaKXe SIBJISTHCS Pe3yJIbTaThl MOHUTOPUHTA cocTosiHUA Wb, pe3ynbTaThl aHanu3a akTyaabHbIX BHYTPEHHHUX
U BHEIIHUX YIpo3, a TaKXe pe3yJbTaThl aHaJlM3a HApyLIECHWH, BBISIBICHHBIX B XOJ€ BHYTPEHHETO U
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BHEITHETO KOHTPOJISI (HECOOTBETCTBUE pEATbHBIX TEXHOJIOTHMH ¥ COCTOSHHUS HH(POPMAITMOHHOM
0e301acHOCTH TpeOOBAaHUSM HOPMATHUBHBIX U PETJIAMEHTUPYIOITUX IOKYMEHTOB).

10.3. TlomuTHKa HOMKHA OBITH JIOBEJACHA O BCEX PAOOTHUKOB W MPUHSATA UMH K 00SI3aTCIILHOMY
ucrionHeHuto. IlonmuTuka Takxke MODKHA OBITH JIOBEIEHAa 10 KOHTPAreHTOB M HMHBIX TPETHUX JIHII,
JIOTMYIICHHBIX K WH()OPMAIMOHHBIM akTHBaM KoMmaHwuu, v MpUHSATAa MU K 0053aTeIbHOMY HCIIOIHEHUIO
B YaCTH, UX Kacarolercs.

10.4. Bce paborHukn Kommanum, a Takke WHbIE TPEeTbU JHLIA 0OpU OOpameHuu ¢
nH(pOpPMaIMOHHBIMHU aKTHUBaMK KoOMIIaHWU JOJIKHBI PyKOBOJICTBOBATHCS YTBEP)KICHHBIMUA TPEOOBAHUAMU
OpraHU3alMOHHO-PACTIOPSAIUTENBHBIX, JKCIUTyaTallMOHHBIX, METOAUYECKUX M HHBIX JIOKYMEHTOB,
CBs3aHHBIX ¢ obecnieuenuem b, B Tom uncie tpedoBanusmu [lomutuku.

10.5. 3a napymenue tpeboBanuii B oonactu b pabornuku Kommanum HecyT mepcoHalbHYIO
OTBETCTBEHHOCTh B COOTBETCTBHU C 3aKOHOJATEILCTBOM Poccuiickoit denepanuu.

10.6. OTBETCTBEHHOCTbh 3a OCYILECTBIIEHHE OOIIEro KOHTPOJA BbImonHeHUs llonmuTukwy,
MPEIOCTaBICHUE PEKOMEH 1AM IO UX BBIMOJHEHUIO, Tojaepkanue [[0JuTHKN B aKTyaIbHOM COCTOSTHUM
C y4eToM TpeOOBaHUI MEXKIYHAPOAHBIX W HAIIMOHAJIBHBIX CTAaHIAPTOB, a TaKXKe 3aKOHOIATEJIbCTBA
Poccuiickoit @enepannu, HOpMaTUBHBIX JOKYMEeHTOB banka Poccun HeceT pykoBoauTenb YTpaBieHUs
MH(POPMAIIMOHHOHN 0€30MacHOCTH.

10.7. Hacrosimas IlomuTuka, a Takke BCce M3MEHEHHMS K HEMl yTBepxkaaroTcs |'eHepanbHbIM
nupekTopoM KoMmnaHuM v BCTYTAOT B CHITY ITOCJIC UX OIYOJIMKOBAHHUS.

10.8. C MomMeHTa BCTYIUIEHUS B CHIIy HAacTosAler penakiuuu [[oauTuky, npeapaynyo peaakiuio
CUHMTATh HEACHCTBUTCILHOIA.



